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According to the General Data Protection Regulation, Reg. (EU) 2016/679 of the European Parliament and 
of the Council of April 27, 2016, on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data, referred to as GDPR for short; 
Considering: 
Law No. 58/2019, of August 8, which regulates the specific implementation of the GDPR in Portuguese jurisdiction; 
Law No. 12/2005, of January 26, on personal genetic information and health information, in its current wording; 
Decree-Law No. 131/2014, of August 29, which regulates Law No. 12/2005, of January 26, with regard to the protection 
and confidentiality of genetic information, human genetic databases for the purposes of healthcare and health 
research. 

 

This document has been prepared with you (the data subject) at the centre of our attention. 

 

This policy does not exclude the need to read the cookie policy and terms of use of the website. 

 

 

SCOPE  
▪ This Privacy and Data Protection Policy sets out the principles of action and the standards of 

ethics and professional conduct in force at the GIMM - Gulbenkian Foundation for Molecular 
Medicine (hereinafter "GIMM") in activities involving the collection, consultation, use, and any 
other form of processing of personal data as provided for in the General Data Protection 
Regulation (Regulation (EU) 2016/679 of the European Parliament and of the Council of April 
27, 2016 (hereinafter "GDPR") and applies to: 
− To all GIMM employees, regardless of the nature of their employment relationship; 
− Relationships between GIMM and its employees, project participants, Biobank donors, 

scholarship holders, interns, institutional partners, associates, and suppliers, as well as 
relationships established with any other entities, regardless of their legal nature, that may 
result in any form of personal data processing. 

▪ The GDPR reinforces the rights of individuals and gives them greater control over their personal 
data but also requires greater responsibility from organizations in the use of personal data. 
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▪ GIMM values the importance of privacy and personal data protection as a corollary to the right 
to dignity of each individual. It is therefore committed to compliance, acting with loyalty and 
transparency towards data subjects. 

▪ Compliance with the requirements of the GDPR is an ongoing process and, in particular, GIMM 
is aware that many of its internal procedures depend on the procedures and actions of third 
parties, who are equally bound by the same rules. 

▪ This Policy applies to all those who interact with GIMM, regardless of the nature of their 
relationship, and they are expected to comply with the same degree of legal provisions and good 
practices for the protection of personal data. 

▪ This policy aims to provide data subjects with information on how their personal data is collected 
and processed by GIMM, and on the rights that data subjects have and how they can be 
exercised. 

▪ This document is publicly available. The publication of this policy on the GIMM website does not 
make it an online data processing policy but complies with the duty of transparency provided for 
in Article 5(1)(a) of the GDPR and meets the duty of transparency provided for in Article 12(2) of 
the GIMM Foundation's Code of Conduct. 

 

To make this document easier to read, we have provided an outline of the information you will find 
here. 
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Figure 1. General information 
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Figure 2. Specific information 
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I. INFORMATION COMMON TO ALL DATA SUBJECTS 

 
DATA CONTROLLER  
The GIMM Foundation – Gulbenkian Institute for Molecular Medicine (“GIMM” or “Data Controller”), a private non-
profit foundation, NIPC 517706156, headquartered at Avenida Professor Egas Moniz, Edifício Egas Moniz, 1649-035 
Lisbon, a foundation with public utility status, granted by Order No. 11620/2024, of October 2, is the Data Controller 
for personal data in the exercise of its activity. 

DATA PROTECTION OFFICER  
GIMM has appointed a Data Protection Officer, who can be contacted via email at dpo@gimm.pt 

GENERAL PRINCIPLES OF DATA PROTECTION  
GIMM, in all its activities, is guided by ethical principles and values, transparency, integrity, probity, rectitude, 
responsibility, and rigor. 

Regarding data processing, GIMM also respects the principles of lawfulness, fairness, and transparency 
towards data subjects and plans data processing according to the principles of minimization, 
confidentiality, purpose limitation, and storage limitation, as well as ensuring integrity and accuracy, all 
of which are corollaries of the principles of privacy by design and by default and accountability. 

DEFINITIONS  
Without prejudice to the other concepts provided for in Article 4 of the GDPR, the following terms are defined as follows: 

a) "Controller" means GIMM, as the entity that determines the purposes and means of processing 
personal data; 

b) "Personal data" means any information relating to an identified or identifiable natural person ("data 
subject"); a natural person is considered identifiable if they can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person; 

c) "Health data" means health information covering all types of information directly or indirectly related 
to the present or future health of a person, whether living or deceased, and their medical and family 
history. Although the GDPR does not apply to deceased persons, Portuguese national law protects 
the personality rights of deceased persons. Therefore, their personal data continues to be protected. 

mailto:dpo@gimm.pt
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d) "Genetic data" means information relating to hereditary characteristics obtained by direct analysis of 
nucleic acids or other sources of genetic information from an identified or identifiable natural person 
using codes; 

e) "Genetic information controller" means the controller under the GDPR; 

f) "Processing" means any operation or set of operations performed on personal data or on sets of 
personal data, whether by automated means or not, such as collection, recording, organization, 
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 
dissemination, or otherwise making available, alignment, or combination, restriction, erasure, or 
destruction. 

g) "Consent" of the data subject means any freely given, specific, informed, and unambiguous indication 
of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, 
signifies agreement to the processing of personal data relating to him or her. It is one of the legal 
bases for the processing of personal data, but not the only one; 

h) "Profiling" means any form of automated processing of personal data consisting of using such 
personal data to characterize or evaluate certain personal aspects of a natural person, in particular 
to analyse or predict aspects relating to their professional performance, economic situation, health, 
personal preferences, interests, reliability, behaviour, location, or movements; 

i) "Pseudonymization" means the processing of personal data in such a manner that the personal data 
can no longer be attributed to a specific data subject without the use of additional information, 
provided that such additional information is kept separately and is subject to technical and 
organizational measures to ensure that the personal data cannot be attributed to an identified or 
identifiable natural person; 

j) "Processor" means a natural or legal person, public authority, agency, or other body that processes 
personal data on behalf of GIMM 

k) "Personal data breach" means a breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or 
otherwise processed; 

 

 

The purposes of processing refer to the objectives of the use of personal data. 
Each purpose must be specified, i.e., defined at the outset of the processing planning. It must also be explicit, i.e., 
known and understandable to the data subject. It must be legitimate, i.e., compatible with the functions of the 
organization, whether GIMM or another entity collaborating with GIMM. Finally, it must be lawful, i.e., have a 
justification based on the grounds provided for in the GDPR. 

 
List of purposes, which will be developed further below for each category of data subject: 
 

1) Clinical research management 
 

 

2) Contract management 
 

OBJECTIVES/ PURPOSES 
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3) Event and activity management 
 

4) Intranet and internal platform management 
 

 

5) Revenue generation and institutional relations 
 

6) Management of potential litigation 
 
 
Each purpose may have one or more legal bases, meaning that there may be one or more legal provisions allowing 
the processing of personal data for that purpose. These bases will also be explained further below. 
 

Whenever the legal basis is consent, the provision of personal data is optional, since consent is a free expression of 
will. 

Where the legal basis is a contractual relationship, compliance with a legal obligation, or activity before the courts or 
public authorities, the provision of personal data is mandatory, as it is not possible to achieve the purpose without 
such data. 
 

Yes, but only in certain cases provided for in the GDPR. GIMM will not make any illegal use of your personal data. 

If your data has been collected based on consent or by legal requirement, GIMM may not carry out further processing 
beyond what is covered by the original consent or that legal provision. Any further processing will require obtaining 
new consent or a new legal basis. If GIMM has collected data based on legitimate interests or a contract, it may use it 
for another purpose, but only after verifying that the new purpose is compatible with the original purpose, provided 
that this does not result in any violation of your rights, freedoms, and guarantees. 
 

GIMM processes general and special categories of data. 

It is not possible to list all the data that is processed, but it is possible to provide some examples of data categories. 

− Examples of general category data: identification data, professional data, contact data. 

− Examples of special category data: health data, genetic data, biometric data. 

Criteria for data selection and collection: data is carefully selected so as not to exceed what is strictly necessary for 
the purpose for which it is intended. Likewise, processing is defined at the activity planning stage, in line with the 
principle of privacy by design and by default, as provided for in Article 25 of the GDPR, i.e., everything is thought out 
before it is executed. 

MANDATORY OR OPTIONAL NATURE OF DATA PROVISION 

CAN THE DATA BE USED FOR ANOTHER PURPOSE? 

CATEGORIES OF PERSONAL DATA AND CRITERIA FOR SELECTING SUCH DATA 
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STORAGE AND RETENTION PERIOD  
All data processed by GIMM has an associated retention policy that indicates the period during which the data is 
stored, depending on its purpose. 

GIMM has implemented the necessary procedures to ensure that the personal data processed is adequate for the 
intended use and is accurate and complete for the respective purpose of processing. Personal data will be retained for 
the periods established by law or, in the absence thereof, for the period necessary to fulfil the purposes for which it is 
intended. 

After this period, personal data may be retained, provided that it is processed exclusively for archiving purposes in the 
public interest, or for scientific or historical research purposes, or for statistical purposes, but in these cases additional 
security measures are applied to safeguard the rights of data subjects, namely pseudonymization, reduction of the 
amount of data, or anonymization. 

After the retention period has expired, personal data will be securely deleted. 

SHARING, TRANSMISSION, AND TRANSFER  

Sharing means making data available internally, i.e., between different departments within the same institution. 
GIMM only shares data to the extent that such sharing is necessary to achieve the purposes of data processing. For 
example, the People and Culture department will need to share some information with the accounting department 
for the purpose of paying salaries. 

Transmission means sending data outside the institution, but within the same country or geographical unit, such as 
the European Economic Area (EEA). 

Within the scope of its activity and depending on the category of data subjects concerned, GIMM may use third-party 
service providers, who will process the data exclusively on behalf of and according to the instructions of GIMM. Such 
subcontractors are bound by a contract that requires the implementation and maintenance of appropriate information 
security measures for all personal data they process on behalf of GIMM. 

Transfer means sending data outside the EEA. This requires additional security measures to be put in place. 

In some contexts, GIMM may need to transfer personal data to countries within the European Economic Area (EEA) 
or countries outside it, namely the United Kingdom and the United States of America, for the purposes of applications 
and project management with government entities or third-party companies. Whenever this occurs, GIMM and the 
entity receiving the data shall enter into specific agreements, as provided for in the GDPR and other applicable 
legislation, in accordance with the country of destination. You may always request from GIMM the instrument on 
which the transfer was based. 
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RECIPIENTS ARE THOSE TO WHOM THE DATA IS COMMUNICATED.  
 
 

Internal recipients are if they belong to GIMM. 
 
 
 

They are external recipients - if they do not belong to GIMM. 

They may be subcontractors 
(acting on behalf of GIMM and 
under its instructions) 

Or they may be third parties 
(acting as independent 
contractors) 

 
 
 
 
In any situation involving the communication of data to external recipients, GIMM enters into the necessary 
agreements and applies additional security measures. All data is encoded and/or encrypted to ensure its 
confidentiality and make it impossible to identify its owner. 

GIMM applies, monitors, updates, and ensures the following security and personal data protection measures: 

❖ Organizational Measures: 

➢ All employees, from the moment they join the company, are subject to a confidentiality agreement, 
and employees who process special categories of data are also covered by the duty of professional 
secrecy. 

➢ All internal employees receive an access card that limits entry to different areas of the building, 
ensuring segregation of duties—permissions are managed according to each person's 
responsibilities. 

➢ Laboratory directors ensure that all team members are aligned and up to date with the institute's 
policies and measures and request training sessions whenever necessary; 

❖ Technical measures: 

➢ Management and segregation of digital access to use resources; users must log in with institutional 
credentials. 

➢ Network security 

➢ Firewall implementation 

➢ Network monitoring 

➢ External devices are blocked (e.g., flash drives, external hard drives) 

➢ Use VPN for authorized access from outside 

SECURITY MEASURES 
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➢ Continuity plan 

➢ Backup policies are in place according to the criticality of the data 

➢ System management - All computers in the domain are subject to group policies and require 
administrative privileges to install software 

DATA SUBJECT RIGHTS  
− Data subjects may exercise their rights of access, rectification, erasure, restriction, objection, and 

portability at any time by submitting a written request. 

− The exercise of the above rights by the data subject is free of charge, unless the request is manifestly 
unfounded or excessive, in which case a reasonable fee may be charged, considering the associated 
costs. 

− In order to facilitate communication, requests may be sent by different means, depending on the purpose 
for which they are processed. Please refer to the contacts you should use in the initial diagram. You can 
always contact the Data Protection Officer directly atdpo@gimm.pt . 

− In cases where iMM invokes consent as the legal basis for processing, the data subject has the right to 
withdraw consent at any time. Withdrawal of consent does not affect the lawfulness of processing 
previously carried out on the basis of consent. In the event of withdrawal of consent, personal data will 
no longer be processed, unless there is another applicable legal basis provided for by law that justifies 
such processing. 

Right to access your personal data and right to correct it  
The data subject has the right to request the correction of data when it is incorrect but also has the 
responsibility to update their data whenever it changes, communicating these changes to GIMM. 

so that it can ensure that the data is constantly updated. 

The data subject may access their personal data and obtain the following information: (a) the purposes for which their 
personal data is processed; (b) the type of personal data that is processed; (c) entities to whom their personal data 
may be communicated, including entities located in countries outside the European Union or international 
organizations, in which case they shall be informed of the guarantees applied to the transfer of their data and the 
means of obtaining a copy thereof, or where they have been made available; (d) the period for which their data will 
be stored or, if this is not possible, the criteria for determining that period; (e) your rights in relation to the processing 
of your personal data; (f) if the personal data has not been collected from you, information about its origin and the 
type of data in question; and (g) the existence of automated individual decisions, including profiling, and, in that case, 
information about the logic underlying that processing, as well as the significance and consequences for you, expected 
from that data processing. 

Right to erasure  
The data subject has the right to obtain the erasure of their personal data, without undue delay, where one of the 
following grounds applies: 

− the personal data is no longer necessary for the purpose for which it was collected or processed; 

− the data subject withdraws the consent on which the processing of the data is based, if there is no 
other legal basis for such processing; 

mailto:dpo@gimm.pt
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− the personal data has been processed unlawfully; 

− the personal data must be erased in order to comply with a legal obligation to which the controller is 
subject. 

Portability of Personal Data  
In cases where iMM invokes the employee's consent or the fact that the processing is necessary for the performance 
of a contract as the legal basis for the processing, and where the personal data is processed by automated means, the 
employee has the right to receive the personal data he or she has provided to iMM in a structured, commonly used, 
and machine-readable format, and to require iMM to transmit it to another controller where technically feasible. 

Right to restriction of processing 
The employee has the right to restrict the processing of their personal data by iMM in the event that: 

− The employee disputes the accuracy of the personal data, until iMM has taken sufficient measures to 
correct it or verify its accuracy; 

− The processing is unlawful, but the employee does not want iMM to erase the data; 

− The iMM no longer needs the personal data for processing purposes, but the data subject requires it 
for the purposes of declaring, exercising, or defending a right in legal proceedings; or 

− The employee has objected to the processing on grounds of legitimate interest (see below), until it is 
verified that iMM has compelling legitimate grounds to continue the processing. 

− In cases where personal data is subject to these limitations, iMM will only process it with the 
employee's consent or for the purposes of declaring, exercising, or defending a right in legal 
proceedings. 

Right to object  
The data subject has the right to object to the processing of their personal data at any time, for reasons related to 
their particular situation, in the following situations: 

− When the processing of data is based on the legitimate interest of iMM; 

− When the processing of the data is carried out for purposes other than those for which it was collected, 
but which are compatible with those purposes; 

− Processing of data for direct marketing purposes, including profiling. 

In these cases, iMM will no longer process personal data, unless it has legitimate reasons for doing so and these 
reasons override the interests of the respective data subjects. 

Right not to be subject to solely automated individual decisions 
iMM will not make decisions that affect the data subject based on exclusively automated processes. 

Right to withdraw consent 
In cases where IMM invokes consent as the legal basis for processing, the data subject has the right to withdraw 
consent at any time. Withdrawal of consent does not affect the lawfulness of processing previously carried out on the 
basis of consent. In the event of withdrawal of consent, personal data 
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will no longer be processed, unless there is another basis, such as a contract, legal and regulatory obligations, or the 
legitimate interest of iMM, which justifies such processing. 

Right to fil complaints 
The data subject also has the right to lodge a complaint with the National Data Protection Commission if they consider 
that the processing of their personal data violates applicable legislation. 

Av. D. Carlos I, 134, 1º, 1200-651 Lisbon | T (+351) 213 928 400 |geral@cnpd.pt |www.cnpd.pt 

CHANGES TO THE PRIVACY POLICY  
GIMM may change or update this privacy policy at any time, informing data subjects of such changes or updates by 
making the privacy policy available to data subjects and publishing it in the appropriate places. 
 
 
 
 
 
 

 

II. SPECIFIC INFORMATION for EACH CATEGORY OF 
DATA SUBJECT 

 
This information is intended for each person with whom GIMM has or will have a relationship in the course of its 
activities. 

GIMM's intention is to be completely clear, so we try to use clear and simple language in a concise, transparent, and 
accessible way for everyone through our public disclosure channel. 

In order to present the information in an intelligible manner, we have defined three categories of data subjects, 
according to their relationship with GIMM. If you think you fall into more than one type of relationship, please read 
all the information that applies to your particular situation. 

If, after reading this text, you have any questions or concerns, please do not hesitate to contact the Data Protection 
Officer atdpo@gimm.pt . 
 

 

IF YOU ARE AN EMPLOYEE  
 
‘Collaborators’ - means members of governing bodies, employees, researchers, technicians, and administrative staff, 
service providers, scholarship holders, interns, and volunteers, regardless of their contractual relationship with GIMM. 
The relationship between GIMM and its collaborators is a contractual one, and this contract may differ depending on 
the type of collaboration. 

mailto:geral@cnpd.pt
mailto:geral@cnpd.pt
mailto:dpo@gimm.pt
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Purpose (2) - Contract management  
Contract management refers to the procedures that must be carried out before the contract begins, i.e., pre-
contractual procedures such as receiving applications, proposals, quotes, etc. After the contract is signed, there is a 
whole process of essential data processing. Even after the end of the contractual relationship, there may still be a need 
to retain data, for example, for tax purposes. 

Legal basis for this purpose  
EXECUTION OF A CONTRACT OR PRE-CONTRACTUAL PROCEDURES – The contractual relationship is the basis for interaction 
between GIMM and its employees. Whenever data processing for this purpose is carried out at the request of the 
data subject, GIMM is entitled to process personal data, both general and special categories, provided that it is 
essential, i.e., that it is not possible to perform the contract or service without the personal data in question. This type 
of data processing is carried out on the basis of Article 6(1)(b). 

COMPLIANCE WITH LEGAL OBLIGATIONS - At any time during the pre-contractual or contractual relationship, GIMM may 
be required to comply with formalities imposed by law that involve data processing. In such circumstances, the 
processing of such data will not depend on the will of the parties and will be carried out on the basis of Article 6(1), c) 
in relation to general data and cumulatively on the basis of Article 9(2)(b) in relation to data processed for the purposes 
of complying with obligations and exercising specific rights of the controller or data subject in the field of labour law, 
social security, and social protection. 

 

A subcontractor is one who processes personal data on behalf of and for the account of the Data Controller. The main 
subcontractors in the context of employee data processing are: 

− Occupational health and safety company – in relation to employees 

− Insurance companies – in relation to all employees 

Data transfer to recipients:  
A recipient is a natural or legal person, public authority, agency, or other body that receives communications of 
personal data, whether or not it is a third party. The main recipients 
in the context of employee data processing are: 

− Tax Authority (A.T) – in relation to all paid employees 

− Banking entities – in relation to all paid employees 

− Social Security (S.S.) - in relation to workers 

− Foundation for Science and Technology (FCT), Juries – regarding scholarship recipients 

Data retention period  
As a rule, personal data will be kept for the entire duration of the contractual relationship and, subsequently, for the 
period of limitation of rights. As a rule, the following retention periods apply: 

− Employees - For the entire duration of the contractual relationship and for the additional time 
corresponding to the period necessary to comply with legal obligations and the statute of limitations. 
Some personal data of former employees/collaborators may be retained for the purpose of receiving 
news and events from iMM, if the former employee/collaborator gives their consent; 

Transfer of data to Subcontractors: 
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− Candidates - During the selection process, except when it is necessary to keep the data for a longer 
period to comply with legal obligations and/or to defend rights in court. 

− Partners and Suppliers - For the entire duration of the contractual relationship and for the additional 
time corresponding to the limitation period for rights and compliance with legal obligations of the 
Data Controller; 

Purpose (4) Management of the Intranet and internal platforms  
GIMM has internal platforms and an intranet service, the purpose of which is to manage its relationship with its 
employees more effectively. 

Legal basis for this purpose  
LEGITIMATE INTEREST - GIMM has a legitimate interest in having an intranet service and managing some of its 
interactions with its employees through internal platforms. Whenever it does so, it clarifies through internal 
information whether it is a mandatory or optional means. When it is optional, it will present an alternative means for 
the same interaction. 

 
Purpose (6) Management of any disputes  
Depending on the legal relationship that GIMM has with each of the data subjects and the circumstances that lead to 
the need to manage any potential litigation, GIMM may process personal data in accordance with the GDPR, as this 
will be the exercise of its right to take action or defend its rights or those of third parties that it is responsible for 
protecting. 

Legal basis for this purpose  
Personal data processed in court is always considered sensitive, as there is a possibility of a conviction. Therefore, its 
legal basis must comply with the requirements set out in Article 10 of the GDPR and be carried out in accordance with 
Article 9(1)(f) of the GDPR, as it involves the processing of data necessary for the establishment, exercise, or defence 
of a right in legal proceedings or whenever the courts act in the 
exercise of their judicial function. 
 
 
 

IF YOU ARE A PARTICIPANT  
‘Participants’ means sick or healthy individuals who agree to participate in clinical research projects promoted, 
developed, or in any way carried out by the GIMM Foundation, which involves the processing of personal data of 
natural persons. 
GIMM interacts with participants in different types of research projects: Clinical studies and Clinical trials. 
Participants in these projects may provide only health information or, in addition, donate biological samples. In both 
cases, personal data is processed. Specific information is provided in all cases. In the case of sample collection, you 
will also be presented with a specific consent form for the storage and use of the sample in the Biobanco-GIMM. The 
Biobanco-GIMM is a repository of biological samples for clinical research purposes. 
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Purpose (1) - Clinical research management  
The main purpose of GIMM is to promote scientific research and technological development in the field of life sciences 
and health. The pursuit of these purposes may involve the processing of special categories of personal data 
, namely health data and genetic data. 

Biomedical research data is considered a subset of sensitive personal data and must be processed in a special way. 
However, it is important to be able to use, analyse, and share this data, translating it into information that provides 
important insights into disease predisposition, disease status, or response to specific medications. This information 
can benefit not only the individual who provided it, but also the scientific community in general and the community 
at large. 

Therefore, in its research activities, in addition to the principles of privacy and personal data protection, GIMM also 
observes the ethical, legal, and socially impactful (E.L.S.I.) principles developed by the European Molecular Biology 
Laboratory (EMBL). Likewise, the ethical guidelines issued by the Council for International Organizations of Medical 
Sciences (CIOMS) are also taken into account. 

GIMM adopts operational procedures that ensure the application of these principles in the processing of personal 
data. 

Types of collection:  
Data in a clinical trial is generated and collected by the investigator, the study team, or directly by the participants 
(called patient-reported outcomes). This can occur in the traditional way, on paper (such as 
as case report forms (CRFs), patient diaries, or questionnaires) or electronically, which is the most common method 
today. Whenever secure electronic systems are used, their validation, in accordance with strict regulatory 
requirements, is mandatory. 
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Legal basis for this purpose  
 
 

CONSENT: GIMM favours consent as the legal basis for the processing of special categories of data, in 
accordance with Article 9(2)(a) in conjunction with Article 6(1)(a), complying with the provisions of Article 7, 
all of the GDPR and other ethical and legal requirements applicable to clinical research. 
The processing of personal data collected from 'Participants' in clinical research is always based on Informed 
Consent - a specific information document explaining the project and how your data will be processed if you 
agree to participate - provided at the time that person agrees to participate in the research project. The text 
you are reading does not replace this Consent form. 

PUBLIC HEALTH: GIMM may also conduct clinical research with personal data collected from third parties, on the 
basis of the lawfulness provided for in Article 9(2)(i) of the GDPR, which allows projects designed for reasons 
of public interest in the field of public health to be carried out. Whenever this happens, Agreements on the 
Processing of Personal Data are entered into, in accordance with the GDPR, to safeguard the confidentiality, 
security, and integrity of such data. 

 
LEGITIMATE INTEREST IN SCIENTIFIC RESEARCH: The main purpose of the GIMM Foundation is scientific research 
and technological development in the field of life and health sciences, and it has been recognized as a public 
utility by Order of the Presidency of the Council of Ministers No. 11620/2024, of October 2. 
In this context, the GIMM foundation may need to process special categories of data for the development of 
retrospective studies (with data collected in the past), for which it is not possible to obtain the consent of the 
data subjects. GIMM bases the processing on the terms of Article 6(1)(e) and (f) and (4) in conjunction with 
Article 9(2) j) and Article 89, all of the GDPR. 

This means that, in these cases, when it is not possible to contact all data subjects and obtain their consent, 
GIMM collects data that has already been coded so as not to know the identity of these individuals, preserving 
their privacy, i.e., adopting complementary confidentiality and security measures provided for in Article 89(1) 
of the GDPR and always in accordance with the law. 

 
COMPLIANCE WITH LEGAL OBLIGATIONS: In the legislation applicable to clinical research, there are several legal 
requirements that impose obligations on GIMM, such as storage for a certain period or granting access to data 
to supervisory, monitoring, or auditing authorities with the power to request such access. Whenever a specific 
personal data processing operation is required by law, GIMM undertakes to comply, in accordance with Article 
6(1)(c) of the GDPR, in conjunction with each of the specific grounds set out in Article 9(2) of the GDPR, as 
detailed above. 

 
 
 
 
 
 
 
Storage period  
As it is not possible to determine exactly when processing will no longer be necessary for scientific research purposes, 
personal data will be kept for at least 20 years after the completion of the study to which it relates. 
they are part of. 
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With regard to clinical trials, as of January 1, 2025, all trials must be registered on the Clinical Trials Information System 
(CTIS) platform, in accordance with Regulation No. 536/2014 of the European Parliament and of the Council of April 
16, 2014 (on clinical trials on medicinal products for human use and repealing Directive 2001/20/EC), abbreviated as 
CTR, which provides for the obligation to retain some of the data for 25 years after the completion of the clinical trial 
in which they are included (Article 58 CTR). 

Subcontractor:  
GIMM may need to contract data analysis services from a subcontractor (e.g., for biostatistical analysis or DNA 
sequencing/transcription). In this case, additional security measures are taken and 
confidentiality and data processing agreements are entered into as provided for in the GDPR. More detailed 
information on the agreements and security measures can be found in Chapter I. 

Recipients:  
In the case of research projects in which GIMM participates in a consortium with other research centres and/or 
hospitals, researchers from these entities may access all or part of the study data. In all 
cases, personal data is presented in coded form. 

Clinical research legislation requires clinical research studies to be strictly monitored. Therefore, the documents 
generated for a study are compiled for possible inspection by the competent authorities at the investigator's and 
sponsor's centres. 

Purpose (5 and 1) Management of events inviting donations of samples for research/biobanking  
GIMM promotes events for the purpose of recruiting healthy donors of biological samples (usually blood donors). 
These donors become participants in the GIMM Biobank. 

 Legal basis for this purpose  
CONSENT - Whenever special categories of data are collected, you will be asked for your informed consent. 
It is called informed because you will be given all the information in the consent statement at the time of 
collection. 

Purpose (6) Management of any disputes  
Depending on the legal relationship that GIMM has with each of the data subjects and the circumstances that lead to 
the need to manage any disputes, GIMM may process personal data in accordance with the GDPR, as this will be the 
exercise of its right to take action or defend its rights or those of third parties that it is responsible for protecting. 

Legal basis for this purpose  
Personal data processed in court is always considered sensitive, as there is a possibility of a conviction. Therefore, its 
legal basis must comply with the requirements set out in Article 10 of the GDPR and be carried out in accordance with 
Article 9(1)(f) of the GDPR, as it involves the processing of data necessary for the establishment, exercise, or defence 
of a right in legal proceedings or whenever the courts act in 
exercise of its judicial function. 

 

IF YOU ARE A VISITOR  

 
Purpose (3) Management of events and activities  
GIMM promotes and encourages training and research by holding congresses, conferences, workshops, and courses. 
For this purpose, it often requires visitors' personal data. 



18 

 

 

External activities may be aimed at a general or specific audience. Likewise, the data required to carry out these 
activities may be general and/or specific, depending on the content of the activity or event. 

Legal basis for this purpose  
EXECUTION OF A CONTRACT OR PRE-CONTRACTUAL STEPS – Participation in events and other activities 
promoted by GIMM depends on the free will of the data subject. However, by providing participation in events, 
GIMM is providing a service, which may be paid or free of charge, but it is always a contractual relationship 
that is established between the data subject and GIMM. 

As it is not possible for GIMM to manage events or activities correctly without certain data, its provision is mandatory, 
and its collection is based on Article 6(1)(b) of the GDPR. 

LEGITIMATE INTEREST - GIMM has an interest in sending communications about its initiatives to those who have already 
participated in activities, so it may use electronic contacts to publicize this area of interest or other related areas. 
However, under the terms of the telecommunications privacy law, data subjects will always have the right to object. 
To this end, GIMM guarantees, in each communication, the possibility of refusing future communications free of 
charge and easily. 

COMPLIANCE WITH LEGAL OBLIGATIONS – Some events and activities entail legal obligations for GIMM, such as taking out 
compulsory insurance or issuing receipts for paid events. (see purpose 5). 

Purpose (5) Fundraising and institutional relations  
GIMM is a private law foundation, whose statutes provide for the possibility of raising funds through contributions, 
donations, inheritances, bequests, transfers, gifts, or other means (interaction with patrons, philanthropists, 
financiers). In order to maintain these relationships, it may be necessary to process the personal data of individuals. 

Relationships with other entities, whether public or private, national or international, may or may not result in revenue 
generation. In either case, the legal basis for processing personal data that may be necessary to manage these 
relationships will be the same as the legal basis for legal relationships intended solely for fundraising. 

Legal basis  
Management of the contractual relationship – Whenever funds are received, there must be a contractual basis 
between GIMM and the person transferring a certain amount. Both a small donation and a large donation are based 
on a contract. This contract may not be formal, but it is still legally a contract. Thus, the legal basis is found in Article 
6(1)(b) of the GDPR. If special categories of data are involved, as may be the case with inheritances or legacies, Article 
9(2)(a) must also apply, as it was the result of the explicit will of the author of the inheritance or legacy. 

COMPLIANCE WITH LEGAL OBLIGATIONS – All monetary transactions are subject to legal obligations (accounting and tax) 
that depend on the type of contractual relationship that gave rise to that transaction. Therefore, data processing is 
absolutely mandatory and is carried out in accordance with Article 6(1)(c) of the GDPR. 

 
Purpose (6) Management of any disputes  
Depending on the legal relationship that GIMM has with each of the data subjects and the circumstances that lead to 
the need to manage any disputes, GIMM may process personal data in accordance with the GDPR, as 
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it will be exercising its right to take action or defend its rights or those of third parties that it is responsible for 
protecting. 

Legal basis for this purpose  
Personal data processed in court is always considered sensitive, as there is a possibility of a conviction. Therefore, its 
legal basis must comply with the requirements set out in Article 10 of the GDPR and be carried out in accordance with 
Article 9(1)(f) of the GDPR, as it involves the processing of data necessary for the establishment, exercise, or defence 
of a right in legal proceedings or whenever the courts act in 
exercise of its jurisdictional function. 
 
 
This is a dynamic document, which will be reviewed periodically and may be amended at any time whenever there is 
a relevant change in the Foundation's legislation or activity. 

 
This policy shall enter into force on the date of its publication on the GIMM 

website. Lisbon, December 23, 2024 
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